IT 345 Final Project Guidelines and Rubric

Overview
The final project for this course is the creation of a network upgrade and maintenance plan proposal.

In today’s business world, network architectures have become more and more critical to the success of an organization. The correct architecture, design, and implementation from a network engineer is imperative to fully understand the implications of the network within the business. As an IT professional, an understanding of the foundational concepts in network development and maintenance is key, and as a professional specializing in networks and telecommunications, a comprehensive knowledge of networking and telecommunications concepts, advancements, and appropriate implementation are essentials for success. This project will give you the opportunity to tackle a real-world networking issue in preparation for professional IT networking. You will showcase your conceptual knowledge as you apply it to the design of a network architecture that aligns to the needs of a particular organization. Your design will not only meet organizational needs, but attend to the potential for growth and technological advancement. Additionally, you will need to develop a plan for the maintenance of the network. You will submit these in the form of a proposal to the organization for the consideration of executives.

You will begin this project by imagining yourself as a network consultant in a medium-sized company. You have been tasked with preparing a plan to maintain and upgrade the network environment, in order to meet the growing technology needs of the organization. Your assignment will be to draft a network upgrade and maintenance plan that includes, at minimum, network performance analysis, identifying key issues, designing an effective network plan, and proposing a lifecycle management and maintenance plan that will align to the organizational needs.

The project is divided into two milestones, which will be submitted at various points throughout the course to scaffold learning and ensure quality final submissions. These milestones will be submitted in Modules Three and Five. The final project will be submitted in Module Seven.

In this assignment, you will demonstrate your mastery of the following course outcomes:

	IT-345-01: Analyze network performance to identify bottlenecks and sources of misalignment to organizational needs
	IT-345-02: Design effective network architectures that support the business initiatives of new and growing organizations
	IT-345-03: Develop lifecycle management and maintenance plans for network infrastructure that maintain currency and improve quality of service
	IT-345-04: Apply best practices in designing and maintaining secure network infrastructures

Scenario
Imagine you are a freelance networking consultant working with FreshSource Distribution Inc., a medium-sized food packaging and distribution company that is
facing challenges related to its current network infrastructure. As a consultant to the company, you are responsible for analyzing the current network performance, identifying key issues, designing an effective network plan, and proposing a lifecycle management and maintenance plan that will align to the organizational needs. Management has come to realize that their network infrastructure is outdated and is hindering efficient computing operations. You have been tasked with preparing a plan to maintain and upgrade the network environment in order to meet the growing technology needs of the organization.








FreshSource Distribution Inc. is a medium-sized food packaging and distribution company with three warehouse facilities that cover the northern, central, and southern Florida areas. Each warehouse has an administrative staff of 40–50 employees who handle shipping, receiving, purchasing, accounting, payroll, and other administrative duties. The company has recently been seeing strong business growth and has expanded hiring by 10% to 15% each year.

The network infrastructure and environment is using legacy equipment that is slow and outdated. Each warehouse has a 10-base local area network (LAN) with two 30-port daisy chained hubs that are then connected to an external-facing router. The company has wide area network (WAN) connectivity among all three warehouses, using bonded 128 Kbps ISDN lines for a total bandwidth of 256 Kbps between each site.

The datacenter for the organization is located in the central Florida warehouse. The northern and southern warehouses must synchronize their inventories with the main inventory control servers at the central warehouse location. These files are becoming larger in size and taking large amounts of time to synchronize for the WAN. All sites also access the internet through the central Florida location. The internet connection consists of a single 128 Kbps ISDN line. Another issue is that network administration staff has noted many unwanted devices attempting to connect to and access their internal network by constantly pinging and trace routing their external router. This has raised the issue of security with management and has also caused degraded network performance.

Refer to the Final Project Visio diagram for a visual representation of this scenario.

Prompt
Your project will have two parts: a network design and an analysis report. You will evaluate the critical elements within the scenario and determine the network requirements and business drivers within the scenario. In your report, you will summarize your analysis related to the scenario, and then gather and assess information related to a solution that will help you in the creation and analysis of your design. Finally, you will prepare a final visual design of the network, based on the critical elements and a detailed design analysis supporting your network architectural solution.

Your assignment will be to draft a network upgrade and maintenance plan that includes, at minimum, the following critical elements: I.	Executive Summary:
a.    Network Performance Analysis: Analyze the information provided in the scenario. What are the key issues that the company is experiencing?
Where are the bottlenecks occurring? What given information supports your reasoning?

b.   Root Causes: What are the root causes of the issues that the company is facing? What specific network problems are causing the key issues?
Support your reasoning with examples and supporting resources where necessary.

c.	Continued Impact on the Business: How is the current network performance misaligned to the needs of the business? Explain how persistence of these issues will cause underperformance of the network and how that could affect business functionality. How is the predicted result misaligned to what the organization needs? Be sure to support your reasoning with examples and relevant resources.

d.   Business Needs and Initiatives: You have identified the key issues, root causes of these issues, and sources of misalignment to business needs.
What are the specific business needs that need to be met by your network architecture? What business initiatives may create new needs and, therefore, require additional network support or alteration? Cite resources and specific examples from the scenario to support your reasoning.

e.   Security Standards and Best Practices: What are some security standards that might be applicable to this company? Are there industry-specific standards for security or security needs of this specific organization that the network may not be attending to? What network security standards could help establish sound security practices (e.g., NIST, FIPS, SANs, etc.)? Why do you feel these standards would be beneficial for this particular company? Are these standards industry requirements or just recommendations? Cite the resources you use to support your conclusions.

II.   Network Plan and Architecture Design:

a.    Security Devices: What are some fundamental security devices, items, or software that should be in place to align to the security standards you have outlined? Why do you feel these are necessary? What value will they add?

b.   Network Architecture Designs:

	Existing: Create a network architecture that represents the existing structure and identifies the key areas of need. Ideally, this will consist of an annotated network diagram showing how the current structure looks and where the structure falls short of meeting organizational needs.

	Proposed: Create a network architecture that represents the desired result after you attend to the existing areas of need. Ideally, your proposed design will logically support the business initiatives that were highlighted in the executive summary. Be sure to highlight any specific upgrades.

c.	Network Design Reasoning: Defend your reasoning for each of the proposed upgrades. How will the upgrades benefit the organization? How will the new architecture meet business needs? Will the costs of the upgrade translate into tangible benefits to the organization? Provide resource evidence and examples when appropriate.


III.  Lifecycle Management and Maintenance Plan:

a.    New Aspects of Architecture: Considering your new network architecture in comparison with the old architecture, what aspects of the network equipment or network connections needed to be replaced? In other words, what aspects of the architecture are new and why was it necessary to replace what existed?

b.   Length of Life: What type of lifecycles exist or should be in place for the equipment and network connections? In other words, how often should aspects of the architecture be reviewed to ensure that they are meeting business needs? How soon and how often do you think they will need to be replaced? Why?

c.	Regular Maintenance: What type of regular maintenance should be performed (firmware, software, IOS updates, etc.) to maintain currency and improve quality of service? Why? Establish a realistic plan that will ensure quality of service and currency of network aspects. Provide support where appropriate.

d.   Security Maintenance: What type of ongoing security tasks should be conducted to prevent security breaches that are the result of new threats and vulnerabilities due to technological advances and organizational growth? What security best practices should be incorporated? Develop a security maintenance task list that will ensure continued security of the network infrastructure. Include your reasoning.






Milestone One: Executive Summary

Milestones

In Module Three, you will submit an executive summary of the network design plan. You will evaluate the critical elements within the scenario and determine the network requirements and business drivers within the scenario. In your report, you will summarize your analysis related to the scenario and then gather and assess information related to a solution that will help you in the creation and analysis of your design. This milestone will be graded with the Milestone One Rubric.

Milestone Two: Network Plan and Architecture Design
In Module Five, you are to submit your network architecture design for the scenario and explain the existing network as it functions today and the future network that you, as the network consultant, are proposing. This is an important part of the overall solution and must be evaluated to consider business requirements and initiatives for the final design. For example, are the business needs being met with the new proposed architecture? Is the cost of the new architecture worth the benefits to the business? Will the overall upgrades to the network benefit the organization? These are but a few of the issues that need to be analyzed and addressed in selecting your network architecture.

Defend your selection of the architecture by creating a visual design of your network and an analysis document to help explain your architecture. In your network analysis report, explain the process evaluation you used to define the architecture, and think about the tools you used to assist in the creation of the

design. Lastly, looking down the road, think about what tools and services that can help with this design to provide a secure infrastructure and align with the security standards of the business. This milestone will be graded with the Milestone Two Rubric.

Final Submission: Network Upgrade and Maintenance Plan Proposal
In Module Seven, you will submit your final project. This will consist of creating a lifecycle management and maintenance plan that will help build on your overall architecture in the scenario. Develop a plan that consists of understanding the aspects of the network equipment and what might need to be replaced, and develop a lifecycle management plan around this architecture. Evaluate the lifecycle(s) to determine all areas of the network and create the best possible plan to guarantee that the network equipment meets the needs of the business. From a maintenance perspective, determine the overall plan for all the network hardware, software, firmware, IOS, and so on that exists within the scenario. It is important to create a realistic plan and help develop a complete understanding for the operational support across the company. Finally, create an overall security plan to validate that routine security tasks are executed, evaluated and remediated, when necessary.

Support your maintenance architecture plans for the organization by creating a visual design of your network and an analysis document to help explain your architecture. In your network analysis report, explain the plan that you created to support the architecture, and think about the maintenance tools and processes you used to assist in the creation of the design.

It should be a complete, polished artifact containing all of the critical elements of the final product. It should reflect the incorporation of feedback gained throughout the course. This submission will be graded using the Final Project Rubric.

Final Project Rubric
Guidelines for Submission: This submission must include your visual diagram, which should be one to three pages in total, consisting of all of the defined
network equipment and functionality detailed within the final project scenario. Your network analysis report should be no more than four to five pages in length with double spacing, 12-point Times New Roman font, and one-inch margins.



	Critical
Elements
	
Exemplary (100%)
	
Proficient (85%)
	
Needs Improvement (55%)
	
Not Evident (0%)
	
Value

	Network
Performance
Analysis
	Meets “Proficient” criteria and
issues identified are the big- picture key issues that need to be addressed and the support from the scenario is contextualized to emphasize this
	Accurately analyzes the
network performance in the scenario to determine key issues faced and bottlenecks occurring for the organization, with relevant support from the scenario
	Analyzes the network
performance in the scenario to determine issues faced and bottlenecks occurring for the organization, but analysis lacks accuracy, detail, or relevant support from the scenario
	Does not analyze the network
performance in the scenario to determine the issues faced and bottlenecks occurring for the organization
	7

	Root Causes
	Meets “Proficient” criteria and details the root causes with specific support from the scenario and professional,
	Accurately determines the root causes of the organizational issues to determine misalignment to organizational
	Determines the root causes of the organizational issues with gaps in accuracy or vague, irrelevant support
	Does not determine the root causes of the organizational issues
	6




	
	scholarly resources where
appropriate
	needs, with support from the
scenario and external resources
	
	
	

	Continued Impact on the Business
	Meets “Proficient” criteria and explanation incorporates relevant resources and examples that evidence  keen insight into organizational network needs over time
	Accurately explains how issues will cause underperformance of the network and
misalignment to organizational network needs, and how that could affect business functionality over time, with relevant resources and examples
	Explains how issues will cause underperformance of the network, misalignment to organizational network needs, and how that could affect business functionality over time, but with gaps in detail or accuracy
	Does not explain how issues will cause underperformance of the network, misalignment to organizational network needs, and how that could affect business functionality over time
	5

	Business Needs
and Initiatives
	Meets “Proficient” criteria and
needs and initiative identified evidence keen insight into the details of network requirements for new and growing organizations or supporting evidence is particularly relevant and provides alternative perspectives for analysis of needs
	Determines accurate, specific
business needs and initiatives that need to be met by the network architecture with relevant support from the scenario
	Determines specific business
needs and initiatives that need to be met by the network architecture, but with gaps in accuracy or support that is not always relevant
	Does not determine specific
business needs and initiatives that need to be met by the network architecture
	8

	Security Standards and Best Practices
	Meets “Proficient” criteria and supporting evidence is scholarly in nature, relevant to the scenario, and provides insight into industry network security requirements
	Establishes relevant and appropriate security standards, using best practices, to which the company should align, with supporting evidence
	Establishes security standards to which the company should align, but the standards are not always relevant or appropriate for the organization, or there is no evidence of best practices
	Does not establish security standards to which the company should align
	8

	Security
Devices
	Meets “Proficient” criteria and
selected devices are  beyond fundamental and defended in strict accordance with, or surpasses, established standards
	Selects and defends the
addition of fundamental security devices to the network in accordance with established security standards
	Selects fundamental security
devices to add to the network, but does not defend in accordance with established security standards
	Does not select fundamental
security devices to add to the network
	7

	Network Architecture Designs: Existing
	Meets “Proficient” criteria and diagrams are particularly well- organized with annotations
that evidence accurate analysis
of the existing architecture’s
	Creates an accurate, annotated representation of the existing network architecture, highlighting areas of need
	Creates an annotated representation of the existing network architecture, but not all areas of need are
highlighted or there are gaps in
	Does not create an annotated representation of the existing network architecture with highlighted areas of need
	6
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	shortcomings
	
	the accuracy of the diagram
	
	

	Network
Architecture Designs: Proposed
	Meets “Proficient” criteria and
architecture has the potential to effectively support business initiatives of the organization, with specific upgrades relevant for new and growing organizations, and is particularly well-organized and clear
	Creates a clear network design
that represents an architecture that logically supports the
cited business initiatives
	Creates a network design that
represents an architecture, but design lacks clarity or may not logically support the cited business initiatives
	Does not create a network
design that represents an architecture
	8

	Network
Design
Reasoning
	Meets “Proficient” criteria and
defense is particularly insightful and uses reliable, professional, and scholarly resources/sources and examples for support
	Defends the reasoning behind
the proposed architecture with specific focus on how the proposal will meet business initiatives and needs, using relevant examples and resources/sources
	Defends the reasoning behind
the proposed architecture, but does not focus on how the proposal will meet business initiatives and needs, or resources/sources and examples are not relevant
	Does not defend the reasoning
behind the proposed architecture
	8

	New Aspects
of Architecture
	Meets “Proficient” criteria and
discussion is particularly detailed and relevant to the scenario and best practices in design and maintenance
	Comprehensively discusses the
new and replaced equipment and the reasons for replacement
	Discusses the new and
replaced equipment and provides the reasons for replacement, but discussion lacks detail
	Does not discuss the new and
replaced equipment and the reasons for replacement
	8

	Length of Life
	Meets “Proficient” criteria and
determinations are catered to the organization to support its needs, size, and initiatives
	Accurately determines and
explains the length of life and lifecycle and maintenance needs of the equipment and network connections within the proposed architecture to ensure quality of service
	Determines and explains the
length of life and lifecycle and maintenance needs of the equipment and network connections within the proposed architecture, but with gaps in accuracy or a lack of detail around ensuring quality of service
	Does not determine and
explain the length of life and lifecycle and maintenance needs of the equipment and network connections within the proposed architecture
	7

	Regular
Maintenance
	Meets “Proficient” criteria and
plan is particularly well- designed for maintaining currency for the business and its initiatives, or is particularly well supported
	Establishes a realistic,
supported, and effective plan for regular maintenance on all aspects of the proposed network, ensures quality of service and maintains currency
	Establishes a plan for regular
maintenance on all aspects of the proposed network, but plan may not effectively ensure quality of service and
maintain currency, may not be realistic for the organization,
or is not supported
	Does not establish a plan for
regular maintenance on all aspects of the proposed network
	9

	Security
Maintenance
	Meets “Proficient” criteria and
security maintenance task list
	Develops a reasonable security
maintenance task list that will
	Develops a security
maintenance task list that will
	Does not develop a security
maintenance task list that will
	8




	
	is particularly  detailed
regarding how it will ensure security in the long-term and the reasoning and support are well-qualified
	ensure continued security of
the network infrastructure in the long-term, with reasoning and support
	ensure continued security of
the network infrastructure, but plan may not be reasonable for the organization in the long- term or is not supported
	ensure continued security of
the network infrastructure
	

	Articulation of
Response
	Submission is free of errors
related to citations, grammar, spelling, syntax, and organization and is presented in a professional and easy-to- read format
	Submission has no major
errors related to citations, grammar, spelling, syntax, or organization
	Submission has major errors
related to citations, grammar, spelling, syntax, or organization that negatively impact readability and articulation of main ideas
	Submission has critical errors
related to citations, grammar, spelling, syntax, or organization that prevent understanding of ideas
	5

	Earned Total
	100%



Rubric Annotations
	Term
	Context/Definition

	Key
	The “big fish” or main issues the organization is facing rather than
smaller, insignificant issues that would be addressed by default if the key issues were addressed.

	Specific support from the
scenario and professional, scholarly resources where appropriate
	The quality of support and cited sources is exceptional, and they
are selected in a way that evidences direct understanding of relevant concepts.

	Keen insight into
organizational network needs over time
	Student evidences a long-term perspective to business impact.

	Beyond fundamental
	Devices are key, innovative devices that will serve the business in
strict adherence to the established standards, or surpass the established standards.

	Well detailed regarding how
it will ensure security in the
long-term and the reasoning and support is well qualified
	Security checklist that is detailed, clear, and supported with
established resources, and specifically cites the need for advancing
security measures with technology. This is the key: As technology advances, security maintenance must also.



